NudopManmoHHass NaMATKA 1A
00y4YaroIuxcs

C KaXXIbIM I'OAOM MOJIOAC)KHU B MHTCPHETC CTAHOBUTCA 6OJ'IBH_IC, a IIKOJIbHUKHW OJHHU U3 CaMBIX
aKTUBHBIX I10JIb30BaTelIeH PYHeTa. Me>1<1[y TEM, IOMHUMO OTPOMHOI'0 KOJIMYECTBA
BO3MO)KHOCT€I>1, HHTEPHET HECET U HpO6J'IeMbI. OTa maMsaTKa JOJI’KHa IIOMOYb TeOe Oe30macHo
HaXOOUTHCS B CETH.

KoMnbrorepHble BUPYCHI

KoMIbroTepHslii BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTpaMM, OTINYUTEIIBHOU
0COOCHHOCTBIO KOTOPOI1 SIBJISIETCS CHOCOOHOCTH K pa3MHOXKEHHIO. B 1ononHeHue k 3Tomy,
BUPYCBI MOT'YT IIOBPEIUTh WM MOJHOCTHIO YHUUTOXKUTH BCE (ailyibl U 1aHHbIE,
HOJJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro ObuIa 3alylIeHa 3apaKeHHask IporpaMMma,
a TaKk)Ke MOBPEIUTh WM JAaXKe YHUUTOXKUTh ONEPallMOHHYIO CHCTEMY CO BceMH (hailinamu B
nesnoM. B 6onbIIMHCTBE cilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MGTOZIBI 3aIlIUTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. Vicnionb3yil cOBpeMEHHbIE OllEpallMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIA YPOBEHD 3aILUThI
OT BPEIOHOCHBIX IIPOrPaMM;

2. IloctrosiHHO ycTaHaBnuBai nautu (U poBbIE 3aMIaTKU, KOTOPbIe aBTOMATUYECKU
YCTaHABIMBAIOTCA C IENIBIO I0PaOOTKH MPOTrpaMMBbl) U Jpyrue 0OHOBJICHHSI CBOEH
orepanuoHHol cucteMbl. CkauMBai UX TOJIBKO ¢ OQHUIMAIBLHOTO caiita pa3padorunka OC. Ecnu
CYILLIECTBYET PEKUM aBTOMATUUYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBO€M KOMIIBIOTEPE IO/ ITpaBaMH M0JIb30BATENs, a HE aAMMHHUCTpATOpa. JDTO HE
IIO3BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX IMPOrpaMM MHCTAJUIMPOBATHCA HAa TBOEM IMEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnionb3yi aHTUBUPYCHBIE TPOIPAMMHBIE TPOTYKThI H3BECTHBIX TPOU3BOJUTEIIEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYH K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Vcrionb3yit BHETHME HOCUTENU HH(OpMaIiK, Takue Kak (iemka, 1uck win ¢aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIE (hailibl, TOTYyUYEHHbIE U3 HEHAIEKHBIX UICTOYHHUKOB. [laxke Te
¢aiinbl, KOTOpbIE MPUCIIa TBOW 3HaKOMBIH. Jlyurie yTo4HH y HEro, OTHpPaBiIsl U OH TeOe uX.

Ceru WI-FI

Wi-Fi - a0 He Buj nepeiaun 1aHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeH, Mapka. Eme B 1991
rojly HUJepiaHcKas KoMmraHus 3aperucrpuposaia opena "WECA", uto o6o3Hauao
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoanTcs Kak "GecrpoBoiHasi TOYHOCTD' .

Jlo Harmiero BpeMeHHU jo1uia apyras abopeBuarypa, KoTopas sBJISETCs] TAKOW e TEXHOJIOTUEH.
D10 abbpeBuarypa "Wi-Fi". Takoe HazBaHme ObUIO JaHO C HAMEKOM Ha CTaHAPT BBICIICH
3BykoBo# TexHuku Hi-Fi, uto B nepeBosie o3HauaeT "BbICOKast TOYHOCTBH".



Ja, 6ecraTHBIN HHTEPHET-IOCTYII B Kade, OTENSIX U adpOIopTax SBIACTCS OTIMIHON
BO3MO>KHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, YTO 00IeNOCTyITHBIE Wi-
Fi cetn He sBnsroTCS 0€30MaCHBIMU.

CoBertbl 110 Oe30MacHOCTH paboThI B 001IeI0CTYIHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro nuunyro nHpopmaruto uepe3 odbmenocrynusie Wi-Fi cetu. Paboras B
HUX, JKEJIaTeJIbHO HE BBOJUTH MAPOJIN JOCTYIIA, JJOTHHBI U KaKue-TO HOMEpa,;

2. Ucrionb3yii 1 OOHOBIISIN aHTUBUPYCHBIE IPOrPaMMBI B OpaHaMayep. TeM caMbIM Thl
obe3omacuIb ce0s OT 3aKa4KK BUPYyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkmroun ¢pyaknuro "OOnwmi qoctyn K (aitiam 1 mpuHTepam”.
JlaHHast GyHKIMS 3aKphITA [0 YMOITYAHHIO, OJTHAKO HEKOTOPHIC MOJIb30BATEIN aKTUBUPYIOT €€
JUISL yTI0OCTBA MCIIOJIb30BaHUS B paboTe UiIH yueoe;

4. He ucnonw3yit myonuuneiii WI-FI s nepegaun aMUHbBIX JaHHBIX, HAIPUMED JJIs BBIXO0JA B
COLIMAJIbHBIE CETU MJIU B MJIEKTPOHHYIO I10YTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coequnenue yepe3s HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOomnsHOM Tenedone otkiaoun ¢pynkuuto "[lonkmodenne k Wi-Fi aBromarnyecku". He
JIONyCKail aBTOMaTH4YeCKOro MOAKIIIOYCHUs ycTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero cormacwusi.

CoumanbHbIE CETH

ConuanbHble CeTH aKTUBHO BXOJAT B HAIIly JKU3Hb, MHOTHE JIFOAM PA0OTAIOT U KUBYT TaM
IOCTOSIHHO, a B Facebook y:xe 3aperucTpupoBaH MIIIIIHAPA YEJIOBEK, UTO SIBJISIETCS OJHOM
celbMOM BceX KHTeNel IiaHeTsl. MHOTHE MOJIb30BaTeId He MOHUMAIOT, 4TO HH(pOpMaIus,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOKET OBbITh HalIeHa 1 MCII0JIb30BaHa KEM YI'OJHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMy HaMEPEHHSIMH.

OCHOBHBIC COBETHI IO OC30IACHOCTHU B COIHAJIbHBIX CCTAX!

1. Orpanuyb crUcoK Apy3ei. Y TeOs B Ipy3bsiX HE TOJDKHO OBITh CIy4YailHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3amuiaii cBOr0 4acTHYIO *kHU3Hb. He yka3biBail maposnu, TenedoHsl, aapeca, 1aTy TBOETO
POKIEHUS U IPYTYIO JUYHYI0 HH(POPMAIUIO. 3T0OYMBIIIIEHHUKH MOTYT UCIIOJIb30BaTh JaKe
MH(}OPMAILIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 38.H.IHH.IB.I>1 CBOIO PCIIYTALUIO - ACPIKU €€ B UUCTOTC U 3aaaBait cebe BOIIPOC: XOTCII OBl THI,
YTOOBI APYTrUuc noJib30BaTCIA BUACIINU, UYTO ThI 3arpy>1<ae1m>? HO,[IYMaI‘;I, MMpEeKAC UCM UTO-TO
OHY6J'II/IKOB8.TB, HaIlucaTb 1 3arpy3uTh,

4. Ecnu Thl TOBOPHUIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pEaIbHOE UMS U
JIPYTYIO TUYHYI0 HHPOPMAIIUH: UMSI, MECTO KHUTEIHCTBA, MECTO YU€OBI U TIPOYEE;

5. N36eraii pa3menienus ¢otorpaduii B IuTepHere, rae Thl H300pa’keH Ha MECTHOCTH, I10
KOTOPOM MOXHO OIIPENEIUTH TBOE MECTOIOJIOKEHUE;

6. [1pu perucrpanuu B COLMATBLHON CETH HEOOXOAUMO HCIOIb30BaTh CIOKHBIE MAPOJIH,
cocTosmue u3 OykB ¥ UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHEe §;



7. st cONManbHOM CETH, TIOYTHI U IPYTUX CAMTOB HEOOXOIUMO HCIIOJIb30BAaTh Pa3HBIC MAPOJIH.
Torma ecnu T€0s1 B3IOMAOT, TO 3JI0YMBIIIEHHUKH TIOTy4YaT JOCTYII TOJBKO K OJTHOMY MECTY, &
HE BO BCE Cpasy.

DIIEKTPOHHBIE JIEHbI U

DJIEKTPOHHBIE ICHBIU - 3TO OYEHb YO0OHBIN CIIOCOO TUIATEKEH, OTHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHbIH.

3JI€KTpOHHBI€ JACHBI'Y ITOABHUIINCH COBCEM HCAABHO MU UMCHHO H3-3a 3TOI'0O BO MHOI'NX
rocydapCTBax 40 CUX IIOP HEC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHu (PyHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, IJI€ UX Pa3JIeNsIIoT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U He aHOHUMHBIe. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3peliaeTcs MPOBOAUTH onepanuu 6e3 uaeHTUGUKALUY 0JIb30BaTeNd, a B
HEAaHOHHUMHBIX UACHTU(UKAIIHS TTOIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxxke cinenyeT pa3ninyarhb 31€KTPOHHbIE (PUaTHBIE AEHBIU (PaBHBI TOCYAApCTBEHHBIM BaJIIOTaM )
Y 3JICKTPOHHBIE HE(HUATHBIEC ACHBIH (HE PaBHBI TOCYAaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C OJICKTPOHHBIMU JACHbI'aMU:

1. IlpuBsixu K c4eTy MOOMIBHBIN TenedoH. ITO caMblil yAOOHBIH U OBICTPBI CIIOCO0
BOCCTaHOBHUTH JIOCTYT K cueTy. [IpuBs3anHbIif TeneOH MOMOXKET, ecir 3a0yAenb CBOH
IJIATEKHBIN MMapOJIb WM 3aieIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. I/ICHOHBBYﬁ OZIHOPA30BbIC I1aPOJIH. ITocne nepexonaa Ha YyCHJIICHHYIO aBTOPU3alluio Tebe YiKC
HE 6yz[eT YIpOXKaThb OIMMACHOCTD KpaXu WJIN IIEPEXBATA IIATCIKHOIO MAPOJI;

3. BriGepu cnoxkHbIi maposb. [IpectynHukam OyneT He IpOCTO yrajgaTh CI0KHBIM Mapoib.
HanexHble maposu - 3To napoJiu, KOTOpble COAEp)KaT He MEHee 8 3HaKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE U MPONUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAaK J[0Ju1apa,
(GyHTa, BOCKJIMIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIlb.
ONeKTpOHHas mouTa

DNEeKTpPOHHAs MOYTA - 3TO TEXHOJIOTHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH I10 MEPECHIIKE U
MOJTyYEHUIO AIEKTPOHHBIX COOOIIEHNI, KOTOPBIE PACTIPEAETSIOTCS B KOMIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN OYTOBBIN SIIKK BBINIAIUT CAEAYIOLIUM 00pa3oM:
UMs_TI0JIb30BaTeNss(@uMs_JoMeHa. Taxke Kpome nepeayu NpocToro TeKCTa, UMEeTCst
BO3MOXKHOCTh MepeaaBaTh (paiibl.

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIle JOBEPSITh TEM, KOTO 3HAEIIb U KTO TIEPBbIi B
pEUTHHTE;

2. He yka3bIBaii B TMYHOM Mo4Te JIMYHYIO HH(popMmaruio. Hanpuwmep, sryurie BEIOpaTh
"My3bIKaJIbHBIN (haHaT@" umu "pok2013" BMecTo "Temal3";

3. Ucnonp3y#t ABYX3TaIlHYI0 aBTOPU3ALIMIO. TO KOTAa IOMUMO MapoJisl HYy’KHO BBOJAUTH KO/,
npucbuIaeMblil mo SMS;



4. Beibepu c10KHBIN TTaposak. J{J1s Kak10T0 TOYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOKHOCTh HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONB3YH 3TY
BO3MOKHOCTb;

6. Mcnosib3yii HECKOJIBKO MOYTOBBIX SIITUKOB. [IepBbIi /11 4aCTHOM MEPENUCKHU € aJipecaTaMi,
KOTOPBIM ThI JIOBEPSICITb. ITO JISKTPOHHBIN aipec HE HAI0 UCIIOIH30BaTh IIPH PETUCTPAIIUN Ha
dbopyMax u caiiTax;

7. He oTkpeiBaii (paiisiel U ApyTHe BIOKEHUS B MUChMAX, 1a)Ke €CIIU OHU MPUIIUTH OT TBOUX
npy3seid. Jlydie yTouHH y HUX, OTHPABIISIIN JIU OHU TeOe 3T (aiiiibl,

8. [Tociie okoHyaHUs1 pabOTHI HA IOYTOBOM CEPBUCE TEePe] 3aKPHITUEM BKIIAJIKH C CAUTOM HE
320y HaXkaTh Ha "BeiidTa".

KubepOymuHT Wik BUPTYaTbHOE U3/I€BATEIHCTBO

KuGepOymuHr - npecienoBaHue COOOMIEHUSIMH, COJIEPKAIIMMHI OCKOPOJICHHUSI, arPecCHIo,
3alyTMBaHKE; XYJIUTaHCTBO; COLMATbHOE OOHKOTHPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 O0PBOE ¢ KHOSPOYILTUHTOM:

1. He ©pocaiics B 60i. JIydmuii crioco0: MoCOBETOBATLCS KakK ce0sl BECTH H, €CJIH HET TOTO, K
KOMY MOXXHO O6paTI/ITI)C$I, TO BHAYAJIC YCIIOKOUTLCA. Ecinu TEI HayHEIL OTBEYATH
OCKOPOJICHUSAMH Ha OCKOPOJICHHSI, TO TOJBKO eIiie OOJIbIIE Pa30KKelb KOHMIHUKT;

2. YopaBinsii cBoeil kubeppernyTaimei;

3. AHOHUMHOCTG B ceTd MHUMasl. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH Xy/IMraHCKHM 00pa3 BUPTyanbHOM xu3HU. IHTEpHET (puKCUpyeT Bce TBOU
JIeMCTBUS M COXpAHSAET UX. Y AAJIUTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0Otoiaii CBOO BUPTYAIBHYIO YECTh CMOJIONY;

6. Irnopupyi eaMHN4HbIH HeraTuB. OJJHOPa30Bble OCKOPOUTENbHbIE COOOIIEHUS JTyyllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yalbHOW CTaIuH;

7. ban arpeccopa. B nporpammax 00MeHa MTHOBCHHBIMH COO6I_I_ICHI/I$IMI/I, B COIMMAJIBHBIX CCTAX
€CThb BO3MOXXHOCTb 6J'IOKI/IpOBKI/I OTIIPpaBKH COO6H.[€HI/II‘/’I C OIIPCACIICHHBIX aAPCCOB;

8. Eciu Th1 cBUaeTeNnh KnbepOyumara. TBOM NEMCTBUS: BRICTYIIUTH MPOTUB MIPECIICIOBATES,
MOKa3aTh €MY, UTO €ro JICMCTBUS OLIEHUBAIOTCS HETaTUBHO, MOJJAEPKATh KEPTBY, KOTOPOM
HY>KHA TICUXOJIOTHYECKask TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe€ arpeCCUBHOTO MOBEICHHUS B
CeTH.

MoOunpHbIi TenedoH

CoBpemenHble cMapT(HOHBI U MIAHIIETHI COAEpkKaT B cede BIOJHE B3POCIbIA (YHKIIMOHAT, U
TENepb OHU MOTYT KOHKYPHPOBATh CO CTALIMOHAPHBIMU KOMITboTEpaMu. OJTHAKO, CPEACTB
3aIUTHI JJ1 TOI00HBIX YCTPOMCTB MOKa OUeHb Maso. TecTupoBaHUE U MOUCK ySI3BUMOCTEH B
HUX [IPOUCXOTUT HE TaK MHTEHCUBHO, Kak Ju1s 1K, To jxe camoe kacaercss 1 MOOMIIbHBIX
MIPUIIOKEHUN.



CoBpemeHHbIE MOOMIIbHBIE Opay3ephl yKe MPaKTUYECKH TOTHAIN HACTOJIbHbBIE aHAIOTH, OJHAKO
pacupenue (yHKIMOHAIA BIICYET 32 CO00i OOBIIYIO CIOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTb.

Jlasieko He BCe MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKIEC
YSA3BUMOCTH ISl CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUJIBLHOTO TeJ'Ie(i)OHaI

Huuero He sBisieTcst mo-HacrosiemMy OecriaTHbIM. byib ocTopoxeH, Beb Korjaa Tede
npeajararoT 6CCHJIaTHbII>'I KOHTCHT, B HCM MOT'YT OBITH CKPBITBHI KAKUC-TO IIJIATHBIC YCIIYT U,

Hywmaii, mpex e uem otnpaBuTbh SMS, ¢oto mnm Bugeo. Tl TOUHO 3HACIIB, T/I€ OHU OYIyT B
KOHEYHOM utore?

Heo6x0a1Mo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Hcnonp3yi aHTUBUPYCHBIE TPOTPAMMBI JIJTsI MOOMJIBHBIX TeNe(OHOB;

He 3arpy>1<a171 IMPUITOKECHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEAb OHU MOTYT COACPKATh
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne TOro Kak Thl BBIWJEIIb € CaiiTa, I'/1e BBOAWI JIMUHYIO HHPOPMALUIO, 3aii11 B HACTPOUKH
Opay3epa u ynanu cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMEPC,

JlaBaii cBOii HOMEp MOOMIJIBHOTO Tene(oHa TOIBKO JIOASIM, KOTOPBIX Thl 3HACIITH H KOMY
JIOBEpsiCLIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTA Thl UM HE TOJb3yelibes. He 3a0biBaii nHOT 12
MPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBI - TO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUEHUS, 00bETUHSIONINE
COTHH ThICSY YEJIOBEK MO BceMy MUpY. Irpoku uccieayroT JaHHbIH UM MUpP, OOIIAOTCS IPYT C
JPYTOM, BBITOJIHSIIOT 33/1aHUS, CPAXKAIOTCSA C MOHCTPAMHM U MOJIy4atoT OMbIT. 3@ YJOBOJILCTBUE
OHM IIJIATST: MOKYHAOT IUCK, OTNIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KAKHE-TO OMIINH.

Bce 3T cpeactBa uyT Ha oAAepKaHUE U pa3BUTHE UTPHI, a TAKXKe Ha caMy 0€30MacHOCTb:!
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3AIIUH, BBIITYCKAIOTCSI HOBBIE MAaTYH (LIU(PPOBBIE 3aIIIATKH
JUIS IPOTPaMM), 3aKpbIBAOTCS ySI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OMmacaTbCAa HE CTOJBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXKH TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3alluA OONBIIMHCTBA urp.

OCHOBHBIEC COBETHI 110 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKAayHTa:

1. Ecm npyro#t urpok BemeT celsl MIoX0 WIIM CO3/1aeT TeOe HEMPUITHOCTH, 3a0JIOKUPYH €ro B
CITUCKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHHUCTpPATOPAM HUI'PBI HA TNIOXO0C MOBCACHUC DTOI'0 UTPOKA, KCIIATCIILHO
IMMPUITOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yxa3pIBaii T4YHYI0 HHPOPMALIUIO B Tpodaiine urpsl;

4. YBaxail Ipyrux y4aCTHHKOB 110 UIPE;



5. He ycranaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,
6. Mcnonp3y ClI0KHBIE U pa3HbIE M1apOJIH;

7. Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKIIIOUaTh aHTUBHUpYC. [Ioka Thl Urpaenib, TBOI KOMIIbIOTEP
MOTYT 3apa3uTh.

dumuAT WIn Kpaxa JUYHBIX TaHHBIX

OOBIYHOM KpaXkel ACHET U JOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37TI0YMBIIIUICHHUKH TIEPEMECTHIINCH B UHTEPHET, U MPOIOKAIOT
3aHUMATHECA ""TIOOUMBIM" HEJIOM.

Tak mosiBUIIack HOBas yrpo3a: MHTEPHET-MOIIEHHHYECTBA WK (DUIIKHT, TTIaBHAS [EJIb KOTOPOTO
COCTOUT B MOJIy4€HUH KOH(PHUACHIIMATBHBIX JaHHBIX T0JIb30BaTENEH - JOTMHOB | naposieii. Ha
aHTIHICKOM si3bIke phishing yntaercs kak ¢umuHr (ot fishing - peiOHas nois, password -
MapoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHHTOM:

1. Cnemu 3a cBoMM akkayHTOM. Eciu ThI 1I0J103peBaciiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00XO0IMMO 3a0JIOKUPOBATH €€ U COOOUIUTh aJIMUHUCTPATOPAM pecypca 00 ITOM KaK MOYKHO
cKopee;

2. Ucnonb3yii 6e30mmacHbie BeO-CAThI, B TOM YHCJIC, HHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Mcnonp3yi CloXKHBIE U pa3HbIe Mapoiu. TakuM oOpa3om, eciiu TeOs B3JI0OMAIoT, TO
37MTOYMBIIUICHHUKH MOTYyYaT JOCTYT TOJBKO K OAHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s B3110MaIH, TO HEOOXOAMMO MPEAYTIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE
N00aBJIEHBI y T€OS B JIPY3bsX, O TOM, UTO T€OsI B3IOMAJIM U, BO3MOXKHO, OT TBOEr0 UMEHH OyIeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CaliThI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJis B Opaysepe;

7. He oTkpsbiBait aiiibl U Jpyrue BIOKEHUS B TUChMaX, JaXe €CJIM OHU MPHIILTA OT TBOUX
npysei. Jlydiile yTouHU y HUX, OTHPABIISUIA JTU OHU TeOe 3TH (paiiibl.

[udposas penmyrauus

[Mudposast pemyTaius - 3T0 HEraTUBHAs WJIM O3UTUBHAsI UH(OpMaIMs B ceTH 0 Tebe.
Komnpomerupyroias nHpopmalus, pa3MelieHHasi B UHTEPHETE, MOKET CEPbE3HBIM 00pa3oM
OTpa3uThCs Ha TBOeH peanbHOM *u3HU. "[{udposas penyranus" - 3T0 TBOM UMUK, KOTOPBIi
dbopmupyercst u3 nHpopMauu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJIILCTBA, y‘-IC6BI, TBOC (I)I/IHaHCOBOC IIOJIOXKCHHUC, 0COOEHHOCTH XapaKkTepa u
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHorue noJpoCcTKH JIETKOMBICTIEHHO OTHOCSTCS K MMyOJIUKaMK JTUYHON HH(pOpMaLuK B
WuTepHeTe, He MOHUMAsi BO3MOXHBIX MocieNcTBUN. Thl 1axke He CMOXKelllb A0ra/laThCs O TOM,
yT0 (hoTOrpadusi, pa3merieHHas 5 JeT Ha3a/, cTajla IPUYMHON 0TKa3a NPUHATH Te0s Ha paldoTy.

KommeHnTapuu, pa3menieHie TBoux Gororpaduil 1 qpyrue 1eHCTBUS MOTYT HE HCUE3HYTh Jake
1I0CJI€ TOTO, KaK Thl MX yJanuilb. Thl He 3Haelllb, KTO COXpaHHWJI 3Ty HH(OpMAIIHIO, Mornajia Ju
OHa B TIOMCKOBBIE CUCTEMBI U COXPAaHUIIACh JIM OHA, a TJIaBHOE: YTO MOJYMAIOT O TeOe



OKPY KAIOIIHeE JIIOJIH, KOTOPBIE HAMIYT M yBUIAT 3T0. HaliTi HHpOPMAIMIO MHOTO JIET CITyCTS
CMOXeT JII000H - KaK U3 100pbIX MOOYKICHUH, TaK U C HAMEPEHHEM IPUYHHUTH Bpe. DTO
MOJKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aLIUTE IUPPOBON permyTaIiH:

1. [Tonymaii, mpesx/ie ueM 4To-To MyOIMKOBaTh U NepeaBaTh y ceds B 010re iK B COLUAIbHON
CeTH;

2. B Hactpoiikax npouis ycTaHOBH OTPaHUYEHUS HA IPOCMOTP TBOETO MPOQHIIS U €ro
COJIEP’KUMOT0, CIIENIall €ro TOJIbKO "uist Ipy3en';

3. He pa3meniaii 1 He yka3bIBail HHPOPMAIUIO, KOTOPast MOXKET KOTr0-THM00 OCKOPOJISAThH HIIN
00MXKaTh.

ABTOpCKOE IIPaBO

COBpeMeHHHe MKOJBbHUKH - aKTHUBHBIC IIOJIB30BATCIIN I_II/I(I)pOBOFO IMPOCTPAHCTBA. OI[HaKO
JaJICKO HEC BCC 3HAKOT, YTO IIOJIb30BaAHNC MHOI'MMH BO3MOKHOCTAMHU I_II/I(1)pOBOl"O MHpa Tpe6yeT
CO6J'IIO,I[€HI/ISI IIpaB Ha UHTCIIJICKTYAJIbHYIO COOCTBEHHOCTS.

TepMuH "MHTEIIIEKTYyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMUHBIM TBOPEHUSAM
YeJI0BEYECKOr0 yMa, HAYMHAs C HOBBIX H300PETEHHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHUYUBasi KHUTaMH, poTorpadusMu, KHHOQUIbEMaMH U
MY3bIKaJIbHBIMU IPOU3BEICHUSIMHU.

ABTOpCKHE ITpaBa - 3TO [IPaBa Ha UHTEJJIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAyKH,
JUTEpATyphl U UCKYCCTBA. ABTOPCKHE IIPaBa BbICTYNAIOT B KAY€CTBE rapaHTUH TOTO, YTO
MHTEJUIEKTYalIbHBII/TBOPUECKUI TPYJ] aBTOpa HE OyEeT HalpacHbIM, JJacT €My CIpaBe/IMBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY/la, MOJYyUYUTh U3BECTHOCTh U IPU3HAHUE.
HuxkTo 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOU3BOAUTH €T0 MIPOU3BEACHUE, PACTIPOCTPAHSATS,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHPOBATh, ITYCKaTh B IPOKAT, MMyOIMYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pa3meniaTh B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro’ mporpaMMHOTO 0OECTICYEHHST MOKET MTPUBECTH K MHOTUM
pHCKaM: OT MOTEPH JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOICTBA, T1Ie
yCTaHOBJICHA HelleraibHas mporpamma. He ctouT Takske 3a0bI1BaTh, 4YTO CYIIECTBYIOT JIETAIbHBIC
1 OECIUTaTHBIC TPOTPAMMBI, KOTOPbIE MOKHO HAWTH B CETH.



